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Two-Factor Authentication (2FAnstructions

This document contains important information and resources you will need to review to help @hsure
successfusetup of2FAfor your account

2FA will only be in effect when you are-empus. You will ndie required to use 2FA when connecting on

the Webster networkincluding campus housing in the dorms/apartments)wever the first time you logon

to Connectionafter 2FA is turned on for your account whether on campus or off, you will need to setup your
security options and secomady authentication method or complete 2FA authentication to your phone number
or Authenticator App if you already have one set as your defaultisigecoveryauthenticationoption.

Step #1: Log into Your Connections Account
Step #2: Setting Up Security (2FA) For Your Connections Account

tep #1:Loginto YourConnectiong\ccount

NOTEIf you will be using the Microsoft Authenticator App as your primary 2FA method and do not already
have it configured, please ensure you hageess tdoth a computer and your smtadlevice or mobile phone
before completing these steps as both will be requttecomplete the 2FA configuration.
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New Employeesftudents

Thissection is fonew employees/studentsvho are setting up their account for the first timk you are
an existing employee/studentho already has their account set ypleaseskip to the next section.

2. Enter your temprary password and hiign In Your temporary password typically follows the format
of first letter of first name capitalized, first letter of last name lowercase, 7 digit Webster ID number,

hashtag (#) sign


https://connections.webster.edu/
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7. After downloading the Authenticator App, click on
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to access your camera. This is necessary to scan the @Rrcgdur computerSee images below.
Proceed to next step.

10. On your computer after clickingextabove, yu will see the imagsimilar tobelow witha QR
code)i



12.
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14. If you do not already see the options to enter your phone information, orkibep your account
securewindow clickthe | want to set up a different methodink at the lower right. From the drep
down menu, choos@honeand then clickNext.

NOTEIf you see an option to use Email in the dig@vn menu, this only applies for salérvice
password resets. Email cannot bged as a 2FA method to log in to your account.

Choose a differegt method

Which method would you Tike to use?

15. On the next screen, choose your Country Code and type in your phone number. Then choose your
preference between receiving a code via text or receiving a phone callNebktk

NOTEBe mindful if chosing to call an office telephone number. You would need to have access
to that phone off the campus network in order to sign in. It is best to use a personal phone
number, and if needed, you can add an additional phone number for backup purposes.

I ingnint #a mab tim ~n AiFfavant maath A
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NOTE:
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hardware token t code this means that instead of only clicking Approve or Deny during the
log in process, your Microsoft App will instead displaydigit code after you open the app
that you will need to type in to the screen on your computer or device you are logging in to

your account from.
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